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risk management

development

Hunger to grow risk
management profession
Risk managers are “hungry” to grow their profession across southern Africa, according to delegates
at Commercial Risk Africa’s Risk Frontiers Southern Africa event, held in Gaborone
Zanele Makhubu

W

“I am hearing from
colleagues here today
that they are hungry to be
recognised”

ith the theme ‘Understanding the new
normal’, delegates heard how the need for
strong corporate governance and good,
professional risk management has never
been greater.
In response, many of the attendees on the day voiced
support for a risk management association in Botswana, as
well as in neighbouring countries.
South Africa is already home to the Institute of Risk
Management (IRM) South Africa chapter.
IRM South Africa chapter chair Zanele Makhubu
said: “There is a need in Botswana for risk management
development. I am hearing from colleagues here today that
they are hungry to be recognised within their firms and
beyond.
“At the same time, they need to address the issue of
reporting lines.”

zanele makhubu,
irm south africa chapter

Ms Makhubu said the seminar had opened the eyes of some
of the delegates to the opportunities and also the challenges
ahead. But she said the overriding message for her was that risk
managers wanted to come together as a profession, whether
from government, private sector or the consultancy sector.
MAKE IT HAPPEN
However, she said the message was loud and clear that
risk managers could not afford to sit back and wait for
regulations but needed to become much more proactive. “As
risk practitioners, we need to start making things happen,”
she stressed.
Strong institutions and successful businesses would only
grow with good, solid risk management at their heart, she
said, and risk managers must make their voices heard loudly
if they are to drive change in the future.
“In a nutshell, they realise they cannot afford to wait for
government or for corporate governance. They are acquiring
knowledge and they need to start using it,” concluded Ms
Makhubu.

BLURRED LINES
She explained that the lines are often blurred within
companies around internal audit, anti-corruption, compliance
and business continuity. The role of the risk manager within
that can be hard to identify and the reporting lines can
become overly complex.
“No manager has responsibility for all of these things and
there is a need to identify and clarify the separation between
all these disciplines.”
Risk managers also need to understand and learn the
ways in which to deliver to the best of their abilities without
causing confusion internally, or with clients and principals.
Commercial Risk Africa
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n uncertain world, increased instability and a
worrying economic climate – there was plenty
to talk about at Commercial Risk Africa’s Risk
Frontiers Southern Africa event in Botswana.
The Brexit vote and the arrival of Donald Trump in
the White House have both added to the increasingly
complex picture facing businesses across the world, and
Africa has by no means escaped the impact.
So, it is no wonder risk managers are busy people.
Trying to keep pace with change, let alone analysing it and
applying it to their own organisation’s risk appetite is no
mean feat.
Add to that the continuing and heightened political
risks across the continent, as well as pressure of fluctuating
currencies and with that, access to US dollars, as well as
a fast-changing regulatory landscape, and risk managers
face quite a challenge.
Overarching all of that is cyber risk. There is a dawning
realisation that no one and nothing can escape the threat
of cyber risk. Risk managers need to understand the risk
to their business and ensure everyone in the organisation
is as cyber secure as possible. That starts at the very top,
with senior managers often among the worst offenders in
terms of lax cyber security.
The event in Gaborone attracted a growing audience of
risk managers eager to hear from our expert speakers and
panellists, and to share views among their peers.
I would like to thank our sponsors, speakers and
panellists for making the day a reality and hope you enjoy
reading all about it. Finally, I hope to meet more of you
later this year at our next events in Lagos and Nairobi.
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regulation

roundup

Burying your head in the
sand is not an option
Taking the ostrich approach to regulatory developments is simply no longer an option, warns the recently retired
Insurance Commissioner of Kenya, Sammy Makove
Sammy Makove

I

“Firms may use regulatory
intelligence and policy insight
to gain competitive advantage
and will then be better
positioned to stay ahead of
constantly evolving regulation
and the competition”

gnoring the changing regulatory environment is a
dangerous thing, warned Sammy Makove, the newly
retired Insurance Commissioner of Kenya.
Speaking at Commercial Risk Africa’s Risk Frontiers
Southern Africa event in Botswana, Mr Makove said he
was well used to seeing insurance ostriches – firms who simply
hoped that, if they ignored it for long enough, the changes to
regulation would go away.
He also warned praying was not an option either –
appealing to a higher authority was no long-term solution, he
said, nor was fighting against the changes, as ultimately both
approaches would fail.
Others believe that if they can delay changes, they will
ultimately melt away – wrong, said Mr Makove. Being
reactive is not a winning formula either, he said, because it
will always leave the firm on the back foot, hurriedly making
changes before falling foul of laws that they should have been
aware of for some time.

sammy makove,
former insurance commissioner
of kenya

Kristin van Niekerk, head of legal and compliance at
Allianz Global Corporate & Specialty Africa, added to his
warning, saying that with the many impending changes of
regulations, firms need to move fast and proactively if they are
to stay competitive.
Being ahead of the game, said Mr Makove, offers a
smooth and planned transition to new regulation. Firms

EMBRACING CHANGE
Instead, he suggested, firms should embrace regulatory
change as part of their business strategy and make it work to
their advantage.
Commercial Risk Africa
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“may use regulatory intelligence and policy insight
to gain competitive advantage and will then be
better positioned to stay ahead of constantly
evolving regulation and the competition”,
he explained.
It benefits consumers too, he
believes, as it means “at industry
level, regulatory strategy will
ensure an efficient and stable
insurance market”.
Ms van Niekerk stressed
that regulatory change
affects every sector and
not just insurers. Risk
managers across Africa, she
suggested, should heed his
words and look proactively
at the changing regulatory
landscape.
She pointed to just a
few examples in southern
Africa, including the
impending Cybercrimes and
Cybersecurity Bill which has
just been tabled in the South
African parliament.
The bill applies to everyone,
warned Ms van Niekerk, and seeks
to create a new set of cybercrimes
and also imposes extensive cybersecurity
obligations on electronic communications
service providers, financial institutions,
payments system institutions, and any company,
entity, or person who is declared by the Minister of State
Security to own or control an information infrastructure
that is declared to be critical information infrastructure.
When enacted, she said, it will have far-reaching
implications for individuals and organisations, particularly
those that process data, as well as for banks or electronic
communications service providers.
Ms van Niekerk said the new rules are far from limited
to South Africa. Botswana too has plenty of change coming,
as do other countries across southern Africa.

Kristin van Niekerk

Across Africa, there has also been inconsistency
of regulations and predictability, a lack of strategy by
regulators, a lack of consultations and collaboration, as well
as a lack of skills and expertise to manage change.
But he suggested this has to stop as the world
increasingly demands similar standards globally. Asked
if Africa could produce its own rules for Africa, both Mr
Makove and Ms van Niekerk recognised the increasingly
common ground in some regions, such as east Africa and
Ecowas in west Africa.
But they agreed that African business still has to comply
with regulations elsewhere if they are to conduct crossborder transactions, and there is really no escape.

IMPORTANCE OF TRAINING
Delegates attending a roundtable on regulatory change
at the event agreed that it is imperative to keep abreast of
changes and as part of that, training is key.
They also said it was important to upskill existing staff
but also to work closely with any business partners.
Ms van Niekerk cited the EU’s impending General Data
Protection Regulation, which comes into effect next year.
Like the UK Bribery Act before it, many firms worldwide
have yet to realise the impact of this legislation.
It is not just for European businesses, warned Ms
Niekerk, but for any business that transacts with a
European entity. African businesses must be alive to the
new risks and be able to assure their partners that they are
compliant – or else they are very likely to lose the business.
Mr Makove acknowledged that it is not easy. Culturally,
he said, there are challenges.
For example, there has been a culture of noncompliance, patronage and weak enforcement of
regulations.
Commercial Risk Africa

REGULATORY ROADMAP
Finally, Mr Makove had several suggestions for businesses
to roadmap their regulatory approach. These are:
•	Identify threats and opportunities across all dimensions
of the organisation
•	Ask: what does it mean to our business?
•	Ask: how big is the challenge?
•	Conduct deep analysis
•	Data is key – make use of it
•	Assess the impact on current operating, business and
financial models
•	Check IT systems and keep HR updated
•	Analyse the potential benefits and opportunities.
6
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Being good to the planet is
also good business sense
Adopting a green approach to business is not just good for the planet but makes business sense too,
according to Alexandra Russell

Alexandra Russell

C

“Inequality, unemployment,
lack of trust, resource
pressures are contributing to
high levels of market volatility
and uncertainty, especially in
emerging economies”

alling for a green approach to business may
seem the expensive option but, ultimately, it can
save money or even turn a profit, according to
Alexandra Russell, VP SHE strategy, policy and
sustainability at Sasol.
Arguing the planet-friendly cause in the boardroom might
appear hard at first instance, but she urged delegates attending
Commercial Risk Africa’s Risk Frontiers Southern Africa event to
look again at their personal and business practices.
She said that often, the two go hand in hand. For example,
at Sasol considerable volumes of water are used at their
plants, so a constant supply is a major business continuity
issue. However, she said, they cannot supply themselves with
endless water but leave the neighbouring community without
a supply – particularly working in drought-ridden regions.
She warned that businesses must take social and
environmental factors into account. “Inequality,
unemployment, lack of trust, resource pressures are
contributing to high levels of market volatility and
uncertainty, especially in emerging economies,” she added.
At the same time, “stakeholders, including regulators,
shareholders, communities and customers, are becoming
more demanding of corporate efforts in respect of governance,
transparency, social value, human rights and environmental
Commercial Risk Africa

alexandra russell, sasol

issues, particularly following numerous corporate scandals”,
according to Ms Russell.
RISE OF POPULISM
Exploring the event theme of ‘Understanding the new
normal’, she said: “Internationally and locally, there is
evidence of growing political populism (including President
Trump in the US, UKIP in the UK, President Duterte in the
Philippines, and Julius Malema in South Africa) driven by
issues such as the refugee crisis, terrorist threats, joblessness
and frustrations with unmet social demands, with greater
pressure on governments and businesses to deliver, in an
8
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already difficult context of low growth, high debt and reduced
revenue.”
On the subject of US President Trump, she said the world
is still watching to see how he legislates on green issues.
However, she suggested, climate change deniers can only
get so far in a country where state law is so critical and when
so many states are already legislating to force companies to
behave in a greener manner.
The environmental stats are scary, she said. For example,
taking the example of coffee growing in Uganda – just a
2% rise in global temperatures (the aim of the Paris climate
agreement is to achieve this goal) would render most of
Uganda useless for coffee production.
No wonder, said Ms Russell, that the Chinese are land
banking in New Zealand where temperatures are set to
remain cool enough for agriculture into the future.
A failure of climate change adaption is considered one
of the main risks facing the world, according to the World
Economic Forum’s risk map this year, along with water crises
and natural catastrophes.
Business, believes Ms Russell, has a real opportunity
to lead the way in terms of innovation and developments.
For example, enabling solar power among the poorest
communities in the world.
THE SUSTAINABILITY OPPORTUNITY
Sasol, she said, has placed sustainability at the heart of
its thinking and has devised a full strategy to maximise the
opportunities and to bring sustainability into all its thinking
at every level of the organisation.
Risk managers, she said, have a role to play in terms
of assessing the impact of past weather on operations,
quantifying the financial impact, understanding vulnerabilities
through assessment of effectiveness of past responses, and in
ensuring climate and weather risk is included in current risk
management procedures.
They should then look to the future and assess the risks,
before quantifying the potential impact on the finances. Once
that is done, they should:
•	Identify potential adaptation options that could reduce
risk
•	Identify opportunities to capitalise on
•	Undertake cost-benefit analysis of adaptation vs
existing and future risk
•	Prioritise areas for action.
The next steps include developing an adaptation strategy
to ensure consideration of climate risk is effectively embedded
within the organisation; and risks are effectively managed and
opportunities taken advantage of.
Every business is different but climate change is a common
threat, stressed Ms Russell. Risk managers can play a key role
in helping keeping their businesses fit for the future by driving
some simple changes.
Changing mindsets is crucial but Ms Russell said that
in the private sector at least, a lot of change is being driven
by stakeholders. “I have stopped referring to shareholders
and now refer to stakeholders because it is not just the
shareholders driving this agenda,” she said.
“We all have a stake in this and firms that adapt their
strategies to this new way of thinking will fare better.”
She concluded: “Climate change could increase the
intensity and frequency of future weather events. Given the
number of near misses in the past, a small change in the
weather could multiply costs significantly.”
Commercial Risk Africa
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Insurance has crucial
role to play
Facing new challenges the world over, risk managers have a vital role for the future – and so does insurance,
according to leading figures from the industry

Dr Trevor Maynard

T

“We surveyed 350
executives; 92% had suffered
a cyber attack…only 42%
were worried about future
attacks”

here is lots of risk, but not enough insurance,”
warned Dr Trevor Maynard, particularly when it
comes to the Sub Saharan Africa region.
Speaking to delegates at Commercial Risk
Africa’s Risk Frontiers Southern Africa event in
Botswana, Dr Trevor Maynard, head of innovation at Lloyd’s
of London warned that, across Africa, only South Africa
fell into the ‘better insured’ category, with the rest of the
continent underinsured.
Aware of the massive protection gap, the United Nations
has launched an initiative with seven targets to “prevent new
and reduce existing disaster risk through the implementation
of integrated and inclusive economic, structural, legal, social,
health, cultural, educational, environmental, technological,
political and institutional measures that prevent and reduce
hazard exposure and vulnerability to disaster, increase
preparedness for response and recovery and thus strengthen
resilience”.
As head of innovation, Dr Maynard said he is very much
in listening mode as the insurance industry is aware it needs
to offer new and different products to support the changing
needs across the world.
He also firmly believes that insurance has a vital role as
part of any solution.
Commercial Risk Africa

trevor maynard,
lloyd’s of london

CYBER RISK
Although the region faces many challenges, one of the
fastest-growing risks identified in the Risk Frontiers Africa
2017 survey is that of cyber risk, results mirrored in a similar
survey from Lloyd’s.
Dr Maynard said: “We surveyed 350 executives; 92% had
suffered a cyber attack…only 42% were worried about future
attacks.” He warned this is extremely worrying, because cyber
attackers are known to target companies that:
• Have information that can be exploited
• Are open to extortion – reputation/ service criticality
• Vulnerable to fraud due to high volumes of trade.
10
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Attendees continued the discussions over coffee

markets and have a serious knock-on effect on any country’s
economic environment.
Dr Maynard produced several examples of where
insurance can play a vital role, including:
•	Political risk: insurance can help minimise the impact
of direct confiscation, indirect trade restrictions (quotas
etc), creation of regional blocks
•	Business interruption: insurance can support
agribusiness, food processing and distribution
•	Marine and aviation: insurance will cover food
transporters, immediate impacts and longer-term trade
restrictions
•	Agriculture: insurance available for crop loss,
persistence of pathogens and land damage
•	Product liability and recall: insurance will pay out for
contamination, health effect of fungicides
•	Environmental liability: insurance will protect
against use of pesticides and overuse of fertilisers to
compensate for yield loss.
With that rapidly growing global population, Dr
Maynard also warned of increasing pressure on urban centres.
Becoming fit for the future will be critical, he believes, if cities
are to cope with the continuing shift of people towards urban
centres.
Botswana, for example, currently has 57% of its
population in urban centres but in the next decade, this figure
is likely to grow to some 70%.
For the infrastructure to withstand that expansion, Dr
Maynard suggests city planners need to learn and adapt from
past failures, while achieving transformational change towards
a ‘new normal’.

Like every issue facing business today, however, it is not
that simple and the drivers are increasing the complexity.
Dr Maynard points to regulations, such as the EU’s General
Data Protection Regulations, as well the increase in litigation,
particularly class actions. Added to that there is increasing
supply chain complexity, making it ever harder to keep track of
the whole chain, while the internet of things is simply adding to
the risk burden. For him, there are some simple rules:
•	Understand your own unique risk profile
•	Prepare! Stay current, risk changes fast
•	Culture counts: employees should be targeted to
improve risk awareness
•	Call the experts (broker or insurer).
DEMOGRAPHIC CHALLENGES
However, it is not all about the machines. The world’s
population is growing – and growing fast. So Dr Maynard
added to the voice of Alexandra Russell, VP SHE strategy,
policy and sustainability at Sasol, in her warning to the
delegates around managing community risk, whether it be a
lack of water or a lack of food, which is set to be one of the
greatest challenges in the coming years.
Dr Maynard warned that the global population growth
has trebled since the 1950s and, at the same time, there have
been widespread shifts in consumption patterns.
As a result, global supply must more than double by 2050
to close the gap between supply and demand. Looking at
the impact of the smallest weather event on food production
makes for some shocking statistics, he admitted.
Not only does it impact the immediate community but
it can send shockwaves through the world’s commodities
Commercial Risk Africa

12

www.commercialriskonline.com

THANK YOU
TO ALL OUR DELEGATES, PARTNERS AND SPONSORS

SPONSORS

www.commercialriskonline.com/events

resilience

overview
The overarching principles should be to:
•	Promote integrated planning
•	Value ecosystem services
•	Prioritise emergency preparedness
•	Increase diversity
•	Design for robustness
•	Incorporate redundancy.
And for the risk managers, he suggested:
•	Plan the emergency response
•	Design with recovery in mind
•	Allow ‘fail soft’ options
•	Promote inter-agency coordination
•	Map critical resources
•	Create independent recovery systems.
Overall, Dr Maynard said city planners and their risk
managers should build in flexibility, reflect on the past and
plan for the future through consulting widely. They should
drive a culture of safety and develop incentives for adopting
the correct approach.

A word of warning came from the delegates. Too often,
they said, plans are made and procedures and policies
adopted. However, that is where it stops. Too often the
plans are not properly tested – if tested at all.
Mr Wood urged risk managers to make sure any new
policy is tested and then tested again. Old policies need
testing against the new conditions. “If we are to have
resiliency,” he said, “risk managers need to play their role.”
He suggested that testing resiliency should become
second nature if communities are to better withstand
the external shocks that are sure to come. It may be a
significant challenge for many countries to implement this
but, as and when there is a shock, they will ultimately be in
a better place.
With so many African countries experiencing a
massive shift to the cities, there are real opportunities
for introducing a robust procedure from the start – an
advantage perhaps over more mature markets where the
city infrastructure has been embedded for decades if not
centuries.
Delivering a final message that should cheer risk
managers, Dr Maynard said: “We need to create a world
where failure to plan in advance is unacceptable.”

GLOBAL RISKS
Delegates attending the resilience workshop at the Risk
Frontiers event pointed to the increasingly global nature of
these issues.
As Zak Wood, director at risk management consultancy
Satarla, explained: “We are not just exposed locally; we are
exposed globally.
“As risk managers, we recognise the need to build
resilience in all kinds of areas, including things like cyber
risk, food security and infrastructure.
“However,” he added, “it is like opening Pandora’s Box.
We are exposed globally. We need to watch local regulations
but need to be aware of a changing legislative framework
everywhere in the world.”
Mr Wood said it is possible to build resilience but it
must be planned properly and only then will it mitigate
against the risk.

“It’s like opening Pandora’s
Box. We are exposed
globally. We need to watch
local regulations but need
to be aware of a changing
legislative framework
everywhere in the world”

zak wood, satarla

Zak Wood

Commercial Risk Africa
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Understanding of political
risk crucial for risk managers
Africa, as a whole, is often damned as a politically unsafe place by those outside the region. However, as
delegates at the Risk Frontiers Southern Africa seminar heard, it is much more nuanced than that
and understanding the differences is crucial
Frans Prinsloo

Bongai Muhau

P

“Things have changed.
Who would have thought a
year ago that the Americans
would vote for Donald Trump?
That has probably placed the
US higher up the risk index
than, say, Botswana”

olitical risk and political violence are two
separate things, however one is often wrapped
up with the other, which can cause major
problems for businesses trying to operate across
Sub Saharan Africa.
Speakers at Commercial Risk Africa’s Risk Frontiers
Southern Africa event in Gaborone urged the risk
management audience to have a deeper understanding of
just what political risk can mean and how political violence
insurance is a separate thing.
Bongai Muhau, general manager at FM Re, explained: “I
think a lot of people talking of political risk are talking about
the risk of investing in emerging markets, mainly Africa, Asia
and Latin America.
“But things have changed. Who would have thought a
year ago that the Americans would vote for Donald Trump?
That has probably placed the US higher up the risk index
than, say, Botswana.
“And then the British voting for Brexit. What I am trying
to demonstrate is that political risk is a much more dynamic
risk and it affects everyone globally. It is not really a locationspecific risk.
“Whether you are headquartered in the US or in Europe –
it affects our daily business.”
Mr Muhau continued: “We have two broad categories of
risk – the hard one with violence in it and the soft one which
relates to expropriation, nationalisation. These risks normally
intertwine.”
Commercial Risk Africa

bongai muhau,
fm re

DIFFICULT TO PREDICT
With his mining background, Zak Wood, director at
Satarla, added: “One of the big things is really a question
of cadence. If building a mine, we are thinking of a 50year or a 70-year project. So, if we are thinking in terms of
those lifecycles, politics has become so uncertain and so fast
changing that it has become very difficult to predict what
ownership in government will look like.
“Also on top of our minds is high levels of corruption.
People operating in South Africa will be well aware of some
of the reports coming out, which show massive interference in
business operations.”
16
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Frans Prinsloo, head, international at Hollard,
Overall, he warned: “It is difficult to say
believes political risk will always have a
which are political hotspots of today and
major impact on the environment for
which are of tomorrow.”
business in a country where one does
Mr Prinsloo commented:
business.
“Mozambique was mentioned as a
“As Hollard International,
difficult environment. We have
we have entered a number of
been there for ten years now
countries in the past decade.
and once in a country, you
We look at the political risk
view it very differently to
environment quite carefully
when you are considering
before doing anything
entering a market.
but, even if you have
“We have just had
operated somewhere for a
our most stunning and
number of years, there are
profitable year ever because
changes in those operating
of the result of some of the
environments that have an
difficulties the government
impact – these could relate to
has been going through, and
currency, changing government,
there has been a flight of quality
violence, accessing dividends on
to the private sector. So, we have
your investments etc.”
seen stunning growth.
However, he also believes changes
“Plus, with currency devaluation,
can be positive if companies are
you have to focus on how you
prepared for those changes.
approach your underwriting.
Pieter Dingemans, national
Twelve months ago, it was in
practice leader Marsh Africa, added:
favour of insurers writing off every
“The most common risk my clients
vehicle that you can because you can
are facing at the moment is currency
make more money on a write-off than
inconvertibility, particularly in some
you can on repairs. But you have to
countries in Africa such as Angola. It
be careful and make sure you are
is just very difficult to get your money
looking after the consumer and do the
out at the moment. That is something
right thing by them too.”
happening on a daily basis.”
Much depends on the viewpoint
In terms of where that is a
from which you come. As Mr Prinsloo
problem, he said: “It is the usual
explained: “The other important
suspects – trade credit insurers and
thing is investors in African markets –
analysts have political heatmaps
for many years it has been attractive.
and normally the same countries
It is more difficult now and, if you
are coloured red. Where people are
are looking to drive your investment
pieter dingemans,
interested in Nigeria, Angola and
returns, you have to enter some risky
marsh africa
Mozambique, you can find insurance
markets but you have to do that with
but it can be difficult to operate. I am
a calculated risk approach.”
sure I am leaving a few countries out and it is not limited to
three or four countries in Africa.”
UPHEAVAL AND UNCERTAINTY
The speakers agreed elections bring their own risks with
It is an issue across the world, he said, adding: “Things
can change overnight – look at Qatar in the Middle East. It is investors holding back in the run-up to elections worldwide.
Political change brings upheaval and uncertainty, they
a constantly changing thing.”
agreed.
Mr Dingemans stressed: “Brexit is not good for anybody.
THE HUMAN ELEMENT
Not for the UK or for a lot of countries. It is an economic
Mr Muhau continued: “One issue you have to understand
bloc in the EU that will be gone so nobody will benefit.
about political risk is that it relates predominantly to human
President Trump is different – some people think it is good
behaviour and the most difficult thing is to predict human
and others not.
behaviour. It is difficult to trend or model political risk. We
Mr Wood added: “The biggest issue it creates is such an
might use heatmaps but there is no political risk model in the
increase in uncertainty so you are just so much more careful
market. Why? Because you can’t model human behaviour.
“A country that may look quite stable today but by a click about what you do. That uncertainty reduces global stability
and the knock-on effects are massive. It does bring some
of a button things change. In terms of hotspots – in southern
good opportunities but also some huge dangers.”
Africa issues are quite varied.
Mr Muhau concluded that the Brexit and Trump votes
“In Zimbabwe there is an issue of currency. Look to
highlight one of the major differences between mature and
Mozambique and there is the issue of currency and Renamo,
emerging markets. “When you look at the US they have
go further up into Zambia and the major risk of a softer type
functioning institutions that carry on regardless of the sitting
of political risk, in terms of changing government. Angola –
President.
currency. Tanzania has a new government, which is trying to
“That is the biggest difference with Africa, where we have
change things up and that brings a different type of risk to
stronger individuals rather than strong institutions.”
the market.”

“The most common
risk my clients
are facing at the
moment is currency
inconvertibility,
particularly in some
countries in Africa
such as Angola”

Commercial Risk Africa
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Man the barricades – and
check your staff
The risk of a cyber attack is ever increasing, and it seems more business leaders are alive to the threat.
But there are still too many gaps in protection

Laurie Pieter-James

C

yber risk does not just come from external
threats but from within, delegates at the
recent Risk Frontiers Southern Africa seminar
were warned.
The internal threats are often ignored at the
company’s peril, they heard. Laurie Pieter-James, director,
criminologist, forensic profiler, at the Cyber Risk Institute,
stressed that firms need to take an equally strong approach
to both internal and external threats.
Running regular checks on staff is essential, she said,
in maintaining cyber security. Equally, staff training is
crucial.
Too often, she said, she visits firms only to find that staff
who left months before still have access to the office. Not
only do their keycards give them access to the building but,
often, to the office IT system too.
Staff will routinely leave their computers open while
they take their lunch break – with senior managers often
Commercial Risk Africa

“Cyber attackers revealed
new levels of ambition in
2016, a year marked by
extraordinary attacks”

laurie pieter-james,
cyber risk institute

among the worst offenders. They will share USBs or click on
suspicious emails without thinking first.
Risk managers need to be alive to these simple risks and
encourage good IT security habits from top to bottom of their
organisation. She believes the insurance industry has a role
to play in incentivising businesses to improve cyber security
through premium pricing, but said firms must wake up to the
risk they face.
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“Protecting business data
not only helps secure
reputation, it puts businesses
in a strong and competitive
position to offer the service
that customers now expect”

laurie pieter-james,
cyber risk institute

MAJOR THREAT
With cyber risks recognised as the fastest-growing
threat to business in Commercial Risk Africa’s Risk Frontiers
Africa 2017 survey, it was no surprise that the subject of
cybercrime cropped up throughout the day at the Botswana
seminar.
Delegates agreed that every single aspect of life is now
touched by cyber activity – both personally and in the
workplace. However, they also acknowledged that the
understanding of the risks posed to both businesses and
individuals continues to be poor, putting business at serious
risk.
Puso Motidi, of Multichoice South Africa, summed
it up: “There is more to be done in terms of levels of
preparedness. It is not just about attacks like WannaCry
and denial of service but also about loss of information.”
Delegates agreed that risk managers and IT managers
need to communicate better and ensure risk managers
properly understand the risk, while IT managers need to
understand the wider concerns of the business and the need
for proper controls.
Ms Pieter-James said: “In the past few years there has
been rapid expansion in the development and adoption
of new communications technologies which continue to
transform government, business and the ways in which we
interact with each other. Cybercrime undermines confidence
in our communications and online economy.”
According to KPMG, there were an estimated 5.1
million incidences of fraud and 2.5 million incidences falling
under the computer misuse act in 2014. “Add recent high
profile hacking cases and ransomware and the issue of cyber
security is now more important than ever,” she said.
Unfortunately, around the room there was a feeling
that hackers, hacktivists and cybercriminals are aiming ever
higher and that the problem is only likely to get worse.
As Ms Pieter-James said: “Cyber attackers revealed new
levels of ambition in 2016, a year marked by extraordinary
attacks, including multimillion-dollar bank heists, covert
attempts to disrupt the US electoral process by statesponsored groups and some of the biggest distributed denial
of service [attacks] powered by a botnet [and] internet of
things devices.”
However, she said while this seems incredibly scary,
risk managers should not lose sight of the basics. “While
cyber attackers managed to cause unprecedented levels of
disruption, attackers frequently used very simple tools and
tactics to make a big impact. Attackers are increasingly
attempting to hide in plain sight.
“They rely on straightforward approaches such as
spearfishing emails and ‘living off the land’ by using
Commercial Risk Africa
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company is revealed to have failed in basic security. “In a
crisis mode, investors give the company the benefit of the
doubt, thus easing short-term decrease in value,” said Ms
Pieter-James, but they will not be so forgiving if it is revealed
that the breach could have been prevented.
Then there is the question of business partners. According
to Ms Pieter-James: “A recently published KPMG supply
chain research supports findings that 94% of procurement
managers say that cyber security standards are important
when awarding a project to an SME supplier, and 86%
would consider removing a supplier from their roster due to
a breach.”
She warned: “Botswana’s small businesses value their
reputation as one of their key assets. Yet they are hugely
underestimating the likelihood of a cyber breach happening
to them and its long-term impact.”
Quality of service is also a risk. Those surveyed who
experienced a cyber breach found it caused customer delays
(26%) and impacted on their business ability to operate
(93%), according to the KPMG survey.
Ms Pieter-James stressed: “Protecting business data not
only helps secure reputation, it puts businesses in a strong
and competitive position to offer the service that customers
now expect.
“Companies failing to adequately protect their data from
cyber breaches don’t just put a few documents at risk. Losing
valuable data can have a lasting and devastating impact
on company finances, customer base, ability to grow and
ultimately its reputation.”
The solution does not have to be overly costly or
complicated, she explained. “Adequate cyber security does
not need to be time consuming and complex. Businesses
should follow these simple steps: use three random words
to create a password; install security software on all devices;
always download the latest software updates.
She concluded: “Having measures in place to be
cyber secure is fast becoming the only expected way to do
business.”

Puso Motidi

“There is more to be done
in terms of levels of
preparedness. It is not just
about attacks like WannaCry
and denial of service but also
about loss of information”

puso motidi,
multichoice south africa

whatever tools are on hand such as legitimate network
administration tools.”

Sitsaba Bekwa

ROLE OF INSURANCE
Insurers can play a role in helping offset the cost of cyber
attacks and, according to insurers from Lloyd’s, Allianz
and Hollard who were in the room, insurance products are
changing rapidly to meet customer demands.
However, they collectively stressed that insurance is
powerless without good, strong risk management. That,
they said, starts with proper understanding of the risk.
They are seeing improvement in this but agreed that
risk managers, and their boards, still have some way
to go.
As Ms Pieter-James pointed out: “Cyber security
is cited as the one of the top concerns by less than
25% of small businesses today. Yet it is fast becoming
the only way to do business.”
If the problem is not taken seriously, increasingly
there will be repercussions for businesses, whether or
not they suffer a breach.”
For example, their customers may well lose
confidence. Some 83% of consumers surveyed by KPMG
are concerned about which services have access to their
data, and 58% said a breach would discourage them from
using business in the future.
Added to that, companies have to answer to their
shareholders, who are less tolerant of a breach in which the
Commercial Risk Africa
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Supply chain: Not just a
physical risk
Supply chain risk is often considered simply as a physical business continuity issue, but there is far more to it,
as delegates at the Risk Frontiers South Africa seminar heard

Nico Snyman

T

“A reputation can take
years to build up but be
destroyed in seconds”

oo often, supply chain risk is left to the
operations management and not factored into the
wider risks facing any organisation, conference
delegates were told in Botswana.
Attending Commercial Risk Africa’s Risk
Frontiers Southern Africa one-day seminar on ‘Understanding
the new normal’, risk managers from across southern Africa
were warned of the dangers of dismissing supply chain risk
and the consequences a major event can bring.
Instead of thinking of it as a physical risk, risk managers
should consider the wider implications on their business
reputation and future prospects.
With the advent of social media, the attention of the
world can quickly fall onto a failing organisation, wherever in
the world it is based.
Nico Snyman, chief executive officer of Crest Advisory
Africa, stressed: “A reputation can take years to build up but
be destroyed in seconds.”
It may seem like a cliché to repeat this often heard
message, but Mr Snyman said firms are still not protecting
themselves properly.

nico snyman,
crest advisory africa

moment many African countries are struggling to climb out of
recession and return to the days of rapid growth.
“The global economic growth outlook has improved, but
is clouded by policy uncertainty as the world’s trading system
comes under mounting pressure,” he warned, adding that it
makes supply chain risk all the greater.”
Key to a successful supply chain is that procurement
objectives are met, including ensuring goods and services are
of the right quality; from the right source; are at the right
cost; and can be delivered in the right quantities, to the right
place, at the right time.
Failing in any of that can result in serious damage
to a firm’s reputation. As Laurie Pieter-James, director,
criminologist, forensic profiler, at the Cyber Risk Institute,
explained: “A good reputation encourages consumers to buy
products and services.
“Suppliers are willing to do business with you, thus
expanding the opportunities for growth.”

INCREASING RISKS
In a southern Africa context, and particularly with a South
African viewpoint, supply chain risks are escalating. Crime is
often linked to the state of the economy, he said, and at the
Commercial Risk Africa
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Discussions continued at
roundtable sessions

Beyond that, she believes top notch employees want
to join and stay with your organisation, thus enhancing its
innovation capabilities and value.
It also helps to ensure a favourable outlook from
regulators and rating agencies, thus decreasing financing cost
and increasing value.
A well managed firm will attract investors who want to
hold shares, thus increasing value. At the same time, positive
feedback from media and pressure groups increases value.

but, as always, the process starts with a thorough
understanding of the risk to their organisation.
He asked: “Are you ensuring that value is not lost due to
the lack of a comprehensive contract management process
that covers performance and manages risk? Too often we see
organisations fail to manage their contracts and suppliers.” Mr
Snyman listed typical symptoms including:
•	Excessive effort managing ‘transactional suppliers’
•	Informal or issue-based management of strategic
suppliers
•	Putting the contract under the table until a legal issue
arises and then calling the legal unit
•	Lack of a balanced approach to performance
management often focused on time rather than value
and cost
•	Failure to include continuous improvement as part of
the contract management process
•	Inability to have conversations with suppliers about
strategic issues affecting the market.
Examples of failing to properly manage the risk, he said,
have shown an average 13% loss to the bottom line – a figure
few companies can afford.
An holistic risk assessment, he suggested, is a simple
way of identifying the at risk areas, while some equally
simple changes could make a significant difference to the
bottom line.

IT FAILINGS
Increasingly, the supply chain is under attack via a failing
in an IT system. Ms Pieter-James warned: “Some 89% of
small business that had experienced a breach said that it
impacted on their reputation; those who experienced a breach
said the attack led to 31% brand damage, 30% loss of clients
and 29% ability to win new clients.”
It is no coincidence either that the annual Allianz
Risk Barometer shows cyber risk as the number one risk,
overtaking business continuity, which had held top spot for
four years. Delegates in Botswana were told that the two are
now inextricably linked and risk managers, IT managers and
supply chain managers must all work together to reduce the
risk of a major breach or system failure.
Risk managers have help, according to Mr Snyman. There
are global standards and international training opportunities
Commercial Risk Africa
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